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Utility cybersecurity challenges 

ÅVariety of attacker goals (financial gain, infrastructure damage, etc.) 

ÅEvery utility is unique and has different needs and requirements  

ÅRisks can include: 

 ÅMalware and viruses (email and thumb drives) 

ÅInsider threats 

ÅLoss of sensitive data and personal info 

ÅPhishing/social engineering/email scams 

ÅLoss of system control or awareness 

ÅSubstation or other facility intrusion 

 



Data breach, ransomware recovery costs 

ÅLost productivity and downtime 

ÅFinancial losses associated with a ransom payment or fraud 

ÅCosts to recover data and restore normal business capabilities  

ÅNegative publicity/damage to reputation/ brand 

ÅLegal expenses  

ÅCost of credit monitoring services for employees and/or members 

9Φ /ƻŘȅΣ ά5ƛǎǊǳǇǘƛƻƴ by Design: the Escalating Ransomware ¢ƘǊŜŀǘΣέ 
NRECA TechSurveillance Whitepaper, September 2016 



Supply chain risks 

ÅHardware trojans:  

ÅModified circuitry (e.g. integrated circuits) designed to provide unauthorized 
access to data or software on critical systems 

ÅDesigned to disable or destroy a system at some future time, or leak 
confidential information and secret keys  

ÅSoftware: 
ÅVendors may neglect security and validation of software during rapid 

development. 

ÅPoor software configuration 

ÅMalware insertion 

ÅCommercial Off The Shelf (COTS) products that rely on non-vetted 

suppliers (foreign or domestic) 

 

 



https://nvd.nist.gov/vuln-metrics/visualizations/cvss-severity-distribution-over-time 

2001 2017 

Severity of vulnerabilities over time 

Common vulnerability scoring system 





Identify, protect, detect, respond, recover 

Defense-in-
Depth! 
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ÅState-of-the-art cybersecurity assessment methodologies and 
software tools are often designed to be used by large, dedicated IT 
departments with cybersecurity experts on staff 

ÅCybersecurity management can be costly and time consuming, 
particularly for smaller utilities 

ÅNRECA is working to adapt assessment procedures and software 
tools to best meet the needs and resources of small and medium 
utilities 
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Rural Cooperative Cybersecurity Capabilities Program 



Rural Cooperative Cybersecurity Capabilities Program 

ÅCybersecurity self assessments 

ÅOnsite vulnerability assessments 

ÅExtending and integrating cybersecurity technologies 

ÅFacilitating information sharing and collaboration among coops 



Rural Cooperative Cybersecurity Capabilities Program 
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Developing comprehensive utility asset inventories 

IDE-01 Do we have an inventory of all our computers? 

IDE-04 
Do we have an inventory of all our corporate mobile devices 
(e.g.  Cell phones, tablets, laptops, etc.)? 

IDE-05 

Do we have an inventory of all our employee personal mobile 
devices that may connect to the corporate and/or operational 
network (e.g.  Cell phones, tablets, laptops, etc.)? 



Identifying critical data utilities store and use 

IDE-12 

Bank Account Information:  Have we identified all computers, 
network equipment, and mobile devices that store, process or 
transmit our member or businesses bank account information?  

IDE-13 

PII:  Have we identified all computers, network equipment, and 
mobile devices that store, process or transmit our member or 
business PII? 

IDE-14 

Credit Card Numbers:  Have we identified all computers, network 
equipment, and mobile devices that store, process or transmit our 
member or business credit card numbers? 



Rural Cooperative Cybersecurity Capabilities Program 

Active pilots with 41 cooperative utilities in 2017



Rural Cooperative Cybersecurity Capabilities Program 



Creating new training curricula 

ÅPurchasing 
ÅHardware & Software 
ÅSecurity Assessment Services 

ÅCommunicators 

ÅFinance/Administrative  

 

Å Human Relations 

Å Legal 

Å Engineers/Operators 

Å CEOs/General Managers 

Å Board Members 



Training 
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