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Utility cybersecurity challenges

AVariety of attacker goals (financial gain, infrastructure damage, etc.)
AEvery utility is unique and has different needs and requirements

ARisks can include:
AMalware and viruses (email and thumb drives)
Alnsider threats
ALoss of sensitive data and personal info
APhishing/social engineering/email scams
ALoss of system control or awareness
A Substation or other facility intrusion
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Data breach, ransomware recovery costs

ALost productivity and downtime

AFinancial losses associated with a ransom payment or fraud
ACosts to recover data and restore normal business capabilities
ANegative publicity/damage to reputation/ brand

ALegal expenses

ACost of credit monitoring services for employees and/or members
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Supply chain risks

AHardware trojans:

AModified circuitry (e.g. integrated circuits) designed to provide unauthorized
access to data or software on critical systems

ADesigned to disable or destroy a system at some future time, or leak
confidential information and secret keys

ASoftware:
AVendors may neglect security and validation of software during rapid
development.
APoor software configuration
AMalware insertion
ACommercial Off The Shelf (COTS) products that rely on non-vetted
. SuUppliers (foreign or domestic)
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Severity of vulnerabilities over time

Common vulnerability scoring system
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CYBERSECURITY: Defense-in-Depth

Best practices for defending your co-op's network against cyber attacks

TECHNOLOGY ARMAMENTS
» Back up your files on a regular basis.
 Install a next-generation firewall with Geofencing that blocks traffic based on location.
» Install advanced persistent threat protection that looks for unknown malware by patterns.
« Update all operating system and third-party software on a regular basis.
* Run antivirus software at all end points, and keep it updated.

IN THE TRENCHES
* Conduct employee training—group and individual classes—on a periodic basis.
* Restrict network access to an employee’s specific job requirements.
* Hold monthly statewide calls with co-ops on latest cyber threats, solutions.
« Convene conferences on state or regional basis on cybersecurity; involve board members.
* Assign someone the responsibility of cybersecurity at your co-op.

OUTSIDE BULWARK
* Follow a security framework such as NERC, NIST, or PTI.
« Conduct monthly system-penetration tests; do it yourself or hire experts.
* Take out cybersecurity insurance, including coverage for ransomware attacks.
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Rural Cooperative Cybersecurity Capabilities Prog
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AState-of-the-art cybersecurity assessment methodologies and
software tools are often designed to be used by large, dedicated IT
departments with cybersecurity experts on staff

ACybersecurity management can be costly and time consuming,
particularly for smaller utilities

ANRECA is working to adapt assessment procedures and software
tools to best meet the needs and resources of small and medium
utilities
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Rural Cooperative Cybersecurity Capabilities Prog
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ACybersecurity self assessments
AOnsite vulnerability assessments
AExtending and integrating cybersecurity technologies

AFacilitating information sharing and collaboration among coops
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Rural Cooperative Cybersecurity Capabilities Prog
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Developing comprehensive utility asset inventorie

IDEO1 | Do we have an inventory of all our computers?

Do we have an inventory of all our corporate mobile device:

s (e.g. Cell phones, tablets, laptops, etc.)?

Do we have an inventory of all our employee personal mob
IDEOS | devices that may connect to the corporate and/or operation
network (e.g. Cell phones, tablets, laptops, etc.)?
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|dentifying critical data utilities store and use

Bank Account Information: Have we identified all computers,
IDE12 network equipment, and mobile devices that store, process or
transmit our member or businesses bank account information?

Pll: Have we identified all computers, network equipment, and
IDE13 mobile devices that store, process or transmit our member or
business PII?

Credit Card Numbers: Have we identified all computers, netwol
IDE14 equipment, and mobile devices that store, process or transmit g
member or business credit card numbers?
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Rural Cooperative Cybersecurity Capabillities Prog

Active pilots with 41 cooperative utilities in 20.
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Rural Cooperative Cybersecurity Capabilities Prog
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Facilitated Training
Assessments
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Creating new training curricula @

A Purchasing
A Hardware & Software
A Security Assessment Services

Human Relations
Legal

A Communicators Engineers/Operators

A Finance/Administrative CEOs/General Managers

o To Io Do I»

Board Members

75 Years of Service

€2 NRECA

America's Electric Cooperatives



CO-OP
W 2017 COOPERATIVE

&F UNIVERSITY

Cooperative.com > Conferences & Education > Conferences & Meetings

Oct9-0ct 13, 2017
Denver, CO

£ NRECA

® America’s Electric Cooperatives




